VPN DESIGNER: A Tool for design of Multiservice

Virtual Private Networks

Debasis Mitra, John A. Morrison, K. G. Ramakrishnan

Bell Laboratories, Lucent Technologies

Murray Hill, NJ 07974

{ mitra, johnmorrison, kgr}@ lucent.com

ABSTRACT

VPN DESIGNER is a software toolfor the design of intranets or virtualprivate networks ( VPNs) on a service provider´s infrastructure. The design allocates bandwidth on each link ofthe infrastructure to the VPNs such that, when the traffic of a customer is optimallyrouted over its VPN, a weighted aggregate measure ofcarried bandwidth over the service provider´s infrastructure is maximized. The network is modelled as a multirate loss network, with effective bandwidth encapsulating all packet-levelbehavior. Scalabilityofthe design process, i.e., the abilityto handle OC3 and higher rates, is an important contribution, and this is achieved bythe systematic use ofasymptotic techniques. VPN DESIGNER is written in C++ and runs on any

UNIX platform.

1. INTRODUCTION

VPN DESIGNER is a software toolfor the design of intranets or virtualprivate networks

( VPNs), which have alocated bandwidth on the links ofa service provider´s infrastructure network. The objective ofthe design is to allocate bandwidth such that, when the traffic ofa customer is optimallyrouted over its VPN, a weighted aggregate measure ofcarried bandwidth over the service provider´s network is maximized. The aforementioned problem is a joint resource allocation and traffic routing problem.

VPN DESIGNER utilizes other major tools, notablyTALISMAN [MMR96-2] which optimizes routes for given traffic data and resources. In fact, in VPN DESIGNER there is an independent TALISMAN process for each VPN, and a master process that arbitrates the bandwidth allocation among the VPNs.

Let C

"

( W )

denote the bandwidth or capacityallocated to VPN W on link

" ofthe

infrastructure network. Then W

W å = C C

" "

( ) , where C

" is the totalgiven capacityoflink " . The design variables are the quantities {C "

( W )

}, the proportion ofthe offered traffic ofeach streamand

VPN that is admitted to the network and the proportions that are offered to the various routes in

the given admissible set ofroutes. The objective is to maximize network revenue W, where W =

S W ( W ) , and W ( W ) is an aggregated weighted measure of carried bandwidth on VPN W .

The network is modelled as a loss network, with the smallest traffic entities being flows

and connections, which we refer to as calls. Calls have Poisson arrivals and randomgenerally

distributed, independent holding times and each callrequires constant (effective) bandwidth on all

links in its route. Ifthe bandwidth is not available on anylink, the call is lost. The notion of

effective bandwidth [1,2] is used to encapsulate allpacket and cell levelbehavior. The

multiservice loss network analysis is based on fixed point equations and implied costs [3-7].

VPN DESIGNER incorporates several mathematical and algorithmic innovations:

(i) The systematic incorporation ofnew asymptotic theory, the Refined UniformAsymptotic

Approximations (RUAA) [8], which itselfis an advance over the earlier Uniform

Asymptotic Approximations [9] and gives veryaccurate link loss probabilities and very

good sensitivities. Scaleabilityin design, i.e., the abilityto handle OC3 and higher rates are

due to this feature.

(ii) The introduction ofthe notion of linearized capacitycosts, which allows the network-wide

problemofcapacityreallocations to be decomposed into per-link problems. Moreover the

latter is given closed form solutions.

(iii) A flexible software which supports parallelization with significant speed-up in the

computation time. VPN DESIGNER has plug-in - plug-out modules with adaptabilityand

rapid evolutions.

For reasons ofspace we have had to omit ma nyinteresting mathematicaland algorithmic

results. Additional results are in [MMR98].

2. MODEL AND PROBLEM FORMLATION

2.1 Model

The infrastructure is a network with N nodes and L unidirectional links, with link " having

given capacityC

"

. There are S types ofservice, where service s required bandwidth d s " on link " .

It is assumed that C

" and d s " are positive integers.

The subnetworks, ofwhich there are W , are indexed by W . The capacityallocated to

subnetwork W on link " is denoted byC "

( W )

, with S

W

W W

=

=

1 C C

" "

( ) . Let s denote a source-

destination pair ofnodes and let (s, s ) denote a streamofcalls ofservice type s between source-

destination s . These quantities which are specific to subnetwork W are identified bythe

superscript ( W ). The set ofadmissible routes for stream(s, s ) ( W ) is denoted byR ( W ) (s, s ), and

assumed to be given a prioriand fixed. Typicallyroute sets willdepend on service type. For

instance, delaysensitive traffic, like voice, willtypicallybe carried over short routes over fewer

hops in contrast to, say, data for which the routes may be much longer.

The callarrivals for stream(s, s ) ( W ) are Poisson, with mean rate L s s ( W ) . The outcome ofan

independent Bernoullitrialdetermines ifanyarriving callofstream(s, s ) ( W ) is offered to the

subnetwork W , which is a formofadmission control, and, ifit is, to which route r Î R

( W )

(s, s ) it is

offered. Ifan arriving call in stream(s, s )

( W )

is offered to a route r, it maybe stillbe blocked and

lost ifthere is insufficient bandwidth available on anylink ofthe route. Ifthe call is accepted, the

bandwidth on each link is simultaneouslyheld for the duration ofthe call. The holding period ofa

call in stream(s, s )

( W )

is generallydistributed with mean 1/ m s s ( W )

, and is independent ofearlier

arrival and holding times.

The call arrivals of stream (s, s )

( W )

for route r are Poisson, will mean rate l sr ( W )

, where r R s sr sr

Î å £

( ) ( , )

( ) ( )

W

W W L

s l (2.1)

The corresponding traffic intensity is r l m s sr sr s

( ) ( ) ( ) / W W W

= , and it follows that

r R s sr sr

Î å £

( ) ( , )

( ) ( )

W

W W

s r r , (2.2)

where r m

s s s s s s

( ) ( ) ( ) / W W W L = . The probability

p

s

s r R s sr s

s s l ( )

( )

( , )

( )

( )

W

W

W D

L W

1

Î å (2.3)

is a parameter ofthe admission control, i.e., exogenous calls ofstream(s, s ) ( W ) are offered to the

network with Bernoulliprobability p s s

( ) W and dropped with probability(1 - p s s

( ) W ). Similarly, the

probability that a call of service type s is offered to a route r is l

s sr s

( ) ( ) / W W L .

2.2 Problem Formulation

The parameters e

sr

( ) W denote the revenue earned per carried callper unit time bycalls of

service type s on route r in subnetwork W . Also let L sr

( ) W be the equilibriumprobabilityofloss on

the route. Since r

sr sr

L ( ) ( ) ( ) W W 1 - is the carried load ofservice type s on route r, the long-run

average revenue for the subnetwork is

W e L

s r R s sr sr sr

( )

( , ) ( , )

( ) ( ) ( )

( ) ( )

( ) W W W W

W W

= - å å

Î s s r 1 (2.4)

The total network revenue

W W =

= å

W

W W

1

( ) . (2.5)

Typicallythe earnings parameters e

sr

( ) W are proportionalto the bandwidth required bya

representative call. However, e

sr

( ) W can be used to tune call-levelqualityofservice, with higher

earning rate giving better service.

Our VPN DESIGN PROBLEM is

Max W

sr {C }, { }

( ) ( )

" W W r

(2.6)

such that

r R s sr s

sr s

Î å £ " "W

³

( ) ( , )

( ) ( ) ( )

( )

( , ) ,

W

W W W

W s s r r s

r 0

W

W W

W = å = "

³ "W " 1

0

C C

C

" "

"

"

"

( )

( ) ,

Note that this is a joint resource (bandwidth) allocation and route optimization problem. The

latter in isolation has been treated earlier in [10] for a fixed network. In the algorithmic

development here it is simplyassumed that the procedure in the earlier work is available. For the

benefit ofthe reader we state the OPTIMUM ROUTING PROBLEM for each subnetwork W .

The inputs to this problem are { C

"

( ) W }, { r

ss

( ) W }, { e sr

( ) W } and { R s

( ) ( , ) W s }.

max

{ }: ( , )

( )

( ) ( )

( , )

( ) ( )

( )

( )

W

s sr

r R s sr sr

sr

W

W W

W W

W

W r s

r r

r s

"

£

³ ü

ý ï

þ ï

Î å

0

(2.4)

3. NETWORK ANALYSIS

3.1 Fixed Point Equations

The FPE for the subnetwork are derived on the basis ofthe wellknown assumption oflink

independence. Each route r carrying traffic ofservice type s and using link " adds load n s " ;r on

link " which, byassumption, is Poisson, with a rate which is reduced byindependent thinning by

allother links in the route. Bysumming n s " ;r over allroutes r which use link " we obtain n s "

, the totalthinned load ofservice s offered to link " . Now let B s " denote the loss probabilityofservice

s on the link " . This quantityis computed in VPN DESIGNER from n

"

= { n s "

} byeither the

Kaufman-Roberts recursion [18], [19], with complexityO(C

"

), or ifC

"

>> 1 and n

"

= O(C

"

), by

RUAA [16], with complexityO(1). In anycase, we let f s " denote this mapping . The

complementarypart ofthe FPE gives the thinned offered load at each link as a function ofthe link

loss probabilities. This mapping is denoted by y . The complete subnetwork FPE are:

B s S L

B s s " " " " = = =

= f n

n y

( ), ( , , . . , ; , , . . . , ),

( ),

1 2 1 2

(3.1)

where

n n = = { } { }

" " and B B s .

The numericaltechnique for solving the FPE is successive approximations. Finally, the

loss probability L sr of service s on route r is obtained from the solution of the FPE thus

L B r R s

sr s r

= - - Î

Î

Õ 1 1( ); ( , )

" " s (3.2)

3.2 Single Link Asymptotics

Just here we focus on the use ofthe RUAA for a single link and suppress the link index " .

The reader is referred to [3] or [9] for detailed information on the UAA, and to [8] for the

RUAA. Here it willsuffice to give an expression for the capacitygradient, which is needed later.

The link capacityC is large, the traffic intensities { n s } are also large, O(C), and each callrequires

capacity d s for service s. Let

F z z C z z

s s ds ( ) ( ) log ( )

D å - - > n 1 0 (3.3)

This function is strictlyconvex with an unique positive z which minimizes F(z), and is readily

calculated by bisection. Now let the loss probability B s =

/ s (d, n ,C). Then the capacity gradient

¶

¶ s